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Purpose: Preparedness Lessons Learned

Agenda

* Approach - collaborative and adaptive
* Capabilities — prepared & resilient

* Communication

Limit: 15 minutes
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Objective Response Team Type Team
Provides strategic
direction and coordination . Executive Crisis Management Team /
of factical teams - Strateglc Executive Command Center
significant events
survival of Company

Provides coordination
across the operations /
response to manage
outages and incidents
and ensures
preparedness

Provides initial
incident response

o Prevention
o Mitigation

d Preparation

O Response - National Incident
Management System

O Recovery

Incident
Response

r ERO / Fossil / Gas

'mic/BC/G.0.) / Breach
er Response / DR/ SCC

sponse [ WS / Other

Bomb threat / Active Shooter /
Fire / Building Evacuation /
Shelter / WMD / Other



Focus on -

Life-safety:

* Quick response (2 min.)

* Measured response

» Clear actions to be completed
* Follow-checklist

» Coordinated w/ police — fire

» Coordinated w/ others (BA&R)

Screening Station
80 Park Plaza
X-6000

Motified of
Active
Shooter

Active
Shooter

Natify:
1. Fire Control Guard Post
2. Armed guard

Center (SCC)
3. Visitor Cantar
4. GGarage enrance

3. Security Command [y

Motify:
1. X000 Visitor Centear
2. Call police (911}
3. Mondlor camera & repor
mformation

< Active Shooter- Instruction Process Flow=>
EEESEESESESEENENEN,]

Armed Guard

Initiate Life Safety
Response

A 4

(Check List)

Fire Control /
Guard Station

External Support
(Police / Fire)

Mautralize

Initiate Life Safety

v

Y

Stop visitors from
entering building —
visitor center & garage
Stop all from entering
the building

Motify SCC & Guards via
Radio
Motify BA&R

L
{Check List)

Initiate response
procedure
{Check List)

1. Recall
elevators / isolate
elevators from the

floors?

2). All call message
to building

3). Provide access
cards to Nwk Polica

4) Provide update
announcements

L J

shooter

h 4

Renderad safe /
datermined safe

Issue notice ok o
return to floors &
| Restore elevators

Coordinate
G.O- IMT

Y

Parmit Visilors &
Employees to enter
building & garage

Response

Hand-off o
GO IMT then
Liaison role

o normal
operation

notice issued




ECC (strategic team)

Significant event—
Aspects - —————survival of Company

—e Expands as needed

* IMT for G.O. / field (event dependant)

* Manages coordinated response

 Ensures preparedness

Exercise / Drill

AARs / Lessons Learned — Applied

-Coordinate / exercise with partners
Incident RESpuuac l rnees | e e Supply Chain

<Bomb - Life Safety Process Flow>
st

— =)
Gas

Incident Response

A\ 4

IC/Lead

Incident Response

BC Coordinators




Communications

Is Key
along w/

Process

Fublic Health Emergency Response Guide

REMINDER!

Preparing Messages

Employ the STARCC Principle

Your public message in a crisis must be:

Simple ...

Timely ...

Accurate . ..

Relevant . ..

Credible ...

Consistent . .,

Frightened people don't want to
hear big words

Frightened people want information
NOW

Frightened people won't get
nuances so give it straight

Answer their questions and give
action steps

Empathy and openness are key to
credibility

The slightest change in the
message is upsetting and
dissected by all

Source: Reynolds, B., Crisis and Emergency Risk
Communication by Leaders for Leaders. Atlanta, GA:
Centers for Disease Control and Frevention, 2004

Version 1.0




FPublic Health Emergency Response Guide Version 1.0

REMINDER!

Delivering Messages

Timely

When engaging in risk communication, build
trust and credibility by expressing ...

= Empathy and caring
« Competence and expertise

° * Honesty and openness
C rEd I b I e » Commitment and dedication
Top tips ...

« Don't over reassure
* Acknowledge uncertainty

* Express wishes ("] wish | had answers”)
U SEfu I * Explain the process in place to find answers
* Acknowledge people's fear

* Give people things to do

O D @ Centers for Disease Control and Prevention * Ask more of FEGFIE {Shﬂrﬂ rs k::l
y CDC 24/7: Saving lives, profecting people. reducing health costs I:

As a spokesperson ...

Emergency Preparedness and Response
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Crisis & Emergency Risk Communication (CERC) . Sta'y' within the scope of fESpﬂl"lE-ibi'itiES

The CERC training program draws from lessons learned

Training
during public health emergencies, and incorporates best .
practices from the fields of risk and crisis communication. - Earh CEs TE" thE trUTh' BE tr—anspamnt
wWith this comprehensive training program, the COC has . # - =
maved farward n mesting the nesds of partners and + CERC online «  Embody your agency's identity
stakeholders in preparing for, responding to and recovering from the « Like us an
threat of bioterrorism, emergent diseases, and other hazards. Facebook
[ 1]

Learn more ...

CONSISTENT MESSAGES ARE VITAL!

Source: Reynolds, B., Crisis and Emergency Risk
http://www.bt.cdc.goVv/CERC/ | commncaion aara. ca: contrs forissase

Control and Pravention, 2002,




