
Ransomware
A firsthand account 

Your worst nightmare

Lessons Learned and a new approach!



The Day started out with lots of hope!



But then the whole world came crashing in….

The call no IT person wants to get….



7:45 to 8:00 am

Users Unable to either logon to 

computer or access programs.

More to come!!!



• First steps

• As a one man shop, troubleshoot remotely

• Have Users reboot computers

• Not thinking a breach but a network issue.

• Contact consultant

• If you have a limited staff, a consultant to assist is a must!

• If you have no staff, then all departments need to have 

your consultants contact info.

• Consultant remotely logs into servers

• Worst fear is confirmed!!

• Ransomware Attack! 



• Immediate Steps!

• Protect the network

• All Servers removed from Network and Internet 

Access

• All Network cards disabled

• If you are running virtual machines this can be 

done remotely, otherwise you must physically 

unplug the network cards.

• ALL workstations MUST be physically shut down and 

network cables unplugged.

• Machines MAY NOT be turned back on.

• You must find ALL devices that are connected

• All remote sites must be reviewed.

• IF Police or other remote networks have physical 

connections they must be disconnected.

• The entire network must be isolated!



Follow your Cyber Incident Roadmap

ALL DEPARTMENTS MUST HAVE A 

COPY 



Day 1-4 – Analysis and Planning

• Determine extent of damage

• Remove all servers from Network

• Disconnect and turn off all workstations

• Verify ALL locations accounted for!

• Since was a weekend no issues with connectivity!

• Thankfully!

• Setup up meetings and calls with JIF attorneys

• Spent all day on phone

• GET ALL THE INFO YOU CAN!

• WILL NEED TO REPEAT IT MANY MANY TIMES!

• Discussions with City Administration

• Review extent of Damage

• Discuss plan for remediation

• Review with consultant extent of damage

• Discuss plan to begin repair

• Servers

• Begin server repair and rebuild

• Workstations

• Plan to rebuild

Kerberos Key was 

compromised

This caused all users to not 

be able to log onto their 

machines!



All Servers and 

Workstations 

showed similar file 

platforms!



LockBit Statistics

Percentage of ransomware incidents attributed to LockBit:

•Australia: From April 1, 2022, to March 31, 2023, LockBit

made up 18% of total reported Australian ransomware 

incidents. This figure includes all variants of LockBit

ransomware, not solely LockBit 3.0.

•Canada: In 2022, LockBit was responsible for 22% of 

attributed ransomware incidents in Canada.[10]

•New Zealand: In 2022, CERT NZ received 15 reports of 

LockBit ransomware, representing 23% of 2022 ransomware 

reports.

•United States: In 2022, 16% of the State, Local, Tribal, and 

Tribunal (SLTT) government ransomware incidents reported to 

the MS-ISAC were identified as LockBit attacks. This included 

ransomware incidents impacting municipal governments, 

county governments, public higher education and K-12 

schools, and emergency services (e.g., law enforcement).

Number of LockBit ransomware attacks in the U.S. 

since 2020:

•About 1,700 attacks according to the FBI.

Total of U.S. ransoms paid to LockBit:

•Approximately $91M since LockBit activity was first 

observed in the U.S. on January 5, 2020.

https://www.cbc.ca/news/politics/cse-lockbit-threat-1.6734996


Remediation Steps

• Servers

• Rebuild all servers from known good backups

• Luckily only had to go a few days backs for clean BU

• Unfortunately, remote sites had frozen and back 

several months.

• Ensure BU reporting in place!

• Back in service except remote in 5 days.

• Ensure Domain Controllers clean and back 1st.

• Workstations

• Rebuild or reimage all infected machines

• IF have new machines put in place

• Do not use old Hard drives if possible.

• Ensure AV and all security programs put back in place.

• Took about 4 weeks to complete.

• In Between time

• Used Laptops to access Email and Cloud platforms

• User Profiles

• All profiles rebuilt and cleaned.

• Passwords reset a minimum of 3 times to ensure clean.

• Ensure password reset policy in place!

• Have Complexity policy in place.



JIF Remediation
• Forensic Auditor

• Assigned by JIF and Attorney’s

• Will assign forensic team to review breach

• Contracts to be signed.

• Get on these immediately

• Do not wait to approve

• Time is money!! And Time is critical in auditing!

• Save logs immediately!

• Will ask for drive data from servers and workstations

• Will look at servers first!

• Looking to determine who threat actor got in.

• What they looked at when they got in.

• Depending on what and how will depend on what you 

need to do.

• PII info

• Personal Data

• JIF and Attorneys will advise next steps.

• Do you need to notify the public??

• It Depends!



So, What Happened??

• Threat actor got in via the VPN.

• Was able to compromise someone's credentials

• Because we did not have logs saved unable to determine 

who or when.

• Critical to save logs  - set up log server!

• Did not review or take any PII info!

• Whew! Saved us!

• Did not have to notify the public!

• Threat Actor DID NOT contact us!

• We DID NOT contact them!

• This is NOT the norm! We got lucky!

• Contact or payment is based on data taken

• Attorneys and forensics will advise



What we learned!

We are doing 

a lot right

BUT….

There is a lot 

More to do!

It’s all in 

the details

And Yes, there is 

Time and money 

Involved!



• Even you have an in-house staff, use consultants and others to help

• Training is paramount!

• Communication is key! 

• Talk to your IT regularly!

• Review your JIF Cyber compliance requirements

• Ensure you are in compliance

• Go Above the minimums



• Use all the free tools you 

can.

• Backups are a must

• Both on premise and 

in the cloud!

• Computers and servers 

must be patched and 

updated regularly!

• Users must know the 

importance!

• They are both your 

strength and 

weakness!

Basic Security



Intermediate Secuirty

• MFA is key!

• Add MFA to all VPN and 

Server access.

• Require MFA on all Cloud 

applications if possible

• They can be a key 

weakness!

• Wi-Fi should never be a 

part of your network

• Make is a separate 

part!



Intermediate Security

• Ensure AV and Malware 

solutions in place

• An MDR solution is a good 

tool.

• Will be pricey but could 

save a small team!

• All 3rd party vendors need to 

be assessed.

• Security Scorecard a 

must!

• Policies and procedures 

need to be updated and 

maintained.



Advanced Security

• Logging a key

• Have a logging server!

• Password Management

• Have a password manager

• For both keys users and Admin

• Inventories

• Know both HW and SW

• Data Recovery

• Need to have a plan

• Test it!

• JIF Cyber and Phishing Training



Advanced Security

• Penetration Testing

• Exterior is not enough

• Test your inside too!

• You will be surprised by 

what you see.

• Privileged Access Mgmt

• Put a tool in place

• Backups

• Look at local backups too 

for key personnel.

• Separate Key Networks

• Police and City should not 

be touching!



Lessons Learned 

and Additions
• MFA

• Implement across network

• Added MFA to server access

• Backups

• Local Workstations not backed up

• Key Personnel lost data

• Added Cove Backup to key personnel

• Test Backups

• Ensure notifications set up for all backups

• Password Manager

• Admin must have

• Add for key personnel

• Network Monitoring

• Ensure a simple yet solid solution in place

• Something that notifies you of issues



Lessons Learned 

and Additions
• AV and MDR

• Put an MDR solution in place

• A managed Disaster recovery

• Someone 24/7 to review and monitor

• If have a solid staff can do an EDR

• Endpoint detection and response

• Firewalls

• Make sure they are up to date

• Make sure they have warranties and support in place

• If possible, have a failover backup

• Network Segmentation

• Separate key departments to protect

• Police, Fire, DPW, Finance

• Laptops

• Have remote work options in place



We are all Partners!

Ransomware is not an IF anymore!

It is a WHEN!!

We need to work together to keep 

them out!



Resources

• GMIS

• https://www.njgmis.org/

• https://www.gmis.org/

• MS-ISAC

• https://www.cisecurity.org/ms-isac

• NJCCIC

• https://www.cyber.nj.gov/home-njccic

• CISA

• https://www.cisa.gov/resources-tools/resources/free-

cybersecurity-services-and-tools

• FBI

• https://www.fbi.gov/investigate/cyber

• Have I Been Pwned

• Email compromise tool

• https://haveibeenpwned.com/

• JIF

• Here is Atlantic County but find yours!

• https://acmjif.org/

https://www.njgmis.org/
https://www.gmis.org/
https://www.cisecurity.org/ms-isac
https://www.cyber.nj.gov/home-njccic
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
https://www.fbi.gov/investigate/cyber
https://haveibeenpwned.com/
https://acmjif.org/
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