&GMIS

NEW JERSEY

Ait Asseciation OF Goveramest IT Leaders

LEAGUE OF MUNICIPALITIES INTRODUCTION TO ARTIFICIAL INTELLIGENCE
TECHNOLOGY

BY: JOHN J TUGMAN, COUNTY OF MORRIS CIO, GMIS BOARD MEMBER



h15;y(3|\/||5

NEW JERSEY

A Association OF Goveramest [T Leaders

Tech bubble is bigger than the

1990s dot-com bubble.
@
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Genmnerativve AlVs evoluationm

For an advanced technologyw thhat's considered relativelw mneww,
is deep-rooted

gennerative Al

ALOD==

Georges Artsrouni imnvents a machine he
reportedly called the ““mecihhanical hraim™
To transiate betwvwweeaen lanNnguages Orn a
mechanical computer encoded omnto
PpPuncihn cards.

AL DEE

PRAIT professor Josephh Wweizenbauurm
creates the fairst chatbot, Elfiza., v hich
simulates comnversations with a
Pswychotherapist.

LSS0

Prichael Tow and Glenm Wichimarm

dewvelop thhe Unik-based agarm e IRogwue .,
wwihich uses procedural comntent ageneratiorn
to dywrnamically agenerate Nneww aarnme

lewvels.

LB

rAaichasel Irvwin Jordanrn lavs the fourndatiorn
Ffor thhe modermn use of recurrenmnt Nieural
mMetwworks CRMNMSY with the publicatior

of “sSerial order: a parallel distributed
pProcessinag approasch.™™

2000

Universitw of vMontreal researchers
publisih “wa Neural Probalk stic Lamnauacage
PModel.™ which sugagests a&a method to
mod el lanoauage usinag feed-forvward
meural mnetwvworks.

pdi o ju Bu 1

Amapple releases Siri. a voice-powvwered
personal assistanmnt that camn aenerate
responses and take actions in response to
woilice reguests.

204=

Gooale researcher Tomas Mikolow and
colleagues iNntroduce vword2vec to idenmntifw
sermantic relationships betvween vwords
autormaticallw.

prd o ju B -

Stanmnford researchers publish wvwork

o diffusiomn Mmodeaels in thhe papenr

“Deeaepr Unsuperwised Learnimn g usimog
Nonmnecguilibbricsserms Therrmodcdymnamics. ™

The techmnigue prowvide s a vway to
reverse-engimneaer thhe process of addinmng
mMmMoise to a fAamnal imaage.

prd o ju B =2

Google researchers implerment
tramnsforrmers imnto BEERT, which is traimned
o rmore thamn 2.2 billion vwords amnd canmn
automatically learm thhe relatiomnship
betvween vwords imn senmntences, paragraphs
and even boolks to predict thhe rmeanimng of
text. It has 1310 miillion parameters.

Gooagle DesaphfMind researchers deweaelop
ASdpharFrold for predictinag protein structures.,
Ilawimna the foundatiomn for aenerative Al
applications imn MmMmedical research. drua
developrment armnd chermistrw.

O perusd releases GPT Generative
Pre-traimned Transformrmer?. Traimned omn abowut
igabwtes of data amnd consistimnag of 117
on parameters, GPT pawves the vwaw for
subseguent LLMsS in comntent generation.

chatbots and lanmnauage transliatiomn.

PrMicrosoft integrates a version of ChatGPT imnto

2023
Getty IMmages anmnd a agaroup of artists separately suse several companiaes
that implermeanted Stable Diffusion for copwriaht infrimaemenrnt.

imn history amnd

imnmowvation.

ALODST

Limnguist NMoaum Chomsky publishes Sy»wmrtacEtic
St ctares, which describes grammmatical
rules for parsinmnag and generatimnag mnatctuaral
lanagauage sentences.

LGS

Cormputer science professor Terry Winoarad
creates SHRDLU, the fairst multirmodal Ao
that cam manipulate anmnd reason out a world
of blocks accordina to instructions frorm a
user.

1LOoOB8S

Cormputer scientist armnd philosopber
Judea Pearl introduces Bawvesian mnebtwworks
causal analysis., vwhich prowvides statistical
technigues for represemntinmna unNcertadlmtw
that leads to Mmethods for aemneratima
comnternt imn a specific stwvle, tomne or lemnath.

ALDEBES

wanm LeCun., Yoshua Bernagio and Patrick
Haffrher dermonstrate howvw comnvolutiornal
meural netvworks CCRMNSsY camn be used to

recoanize iImaacages.

200

Data scientist Fei-Fei Li sets up the
ITMmaaogeNet database., vwhich provides the
Founmndatiomn for visual object recoagnitiorn.

2002

Mlex Krizhewshkw desians thhe AdlexNet RN
architecture.,. pioneerimnag a mneww wwaw of
autormatically traimnimng mneural mnetwvworks that
take adwvantage of recemnt GPU advanmnces._

2O 0 -2

Research scientist lan Goodfellowvw dewvelops
agenerative adwversarial netvworks (G sd .,
wwhich pit tvwo mneural Nnetvworks against each

othher to agaenerate increasinaly realistic
comnternt.
Diederilk Kimnarma anmnd sMax wWellimng introduouace

waAariationmnal autoencodeaers to generate
iMmages, videos and text.

2047

Google researchers dewveaelop the comncept
of tramsformers imn thhe seminal papar
*Aatrtention is all vyvou mneed.™ IinNnspirima
subseqguaent research imnto tools that could
aAautormatically parse unliabeaeled text iMto
larage lanmnauaagse Mmodels (LLAMMSD.

2020
Opaenald introduce s Dall—-E., which carm
agenaerate  images from text prompts.

The marme is a combinatiorn of vWwalLlL-E. the
mnarme of a fAhctional robot, anmnd the artist
Salwvador Dal

20222

Rescearchers from Runmawaw Rescearch.
Stabilityw Al armnd CompWwis LU relecase Stabls
Diffusion as open source code thhat camn
caautormatically aenerate iMmMmaagse content frormm
& text prormipt.

Opeaerual releases ChatGPT imn Novermber to
PpProwvide a chat-bhbased imnterface to its GPT 3.5
LLP. IE &attracts owver 100 milliomn users wwithim
twvwo mMmonths, representing the Fastest ewver
consurmer adoption of a service._

its Bimna search engimne. Gooale

quicklw Ffollowws wwith plamns to release the Bard chat service based on its Larmda engirne.
Sord the comntroversw owver detecting Al-gemnerated comntent heats up.
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rogressively

¢ ChatGPT (C model (LLM)-powered chatbot
developed by OpenAl. It e onversation.

* Copilot: Microsoft 365’s Al assistant feature that builds on OpenAI’s GPT-4 large language models (LLMs).
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ulting from a

* Accelerationists sible, “Even if it risks wiping out
humanity, that is a good thing becau s th elligence will advance in the universe.”

* Convolutional Neural Network (CNN): A type of artificial neural network used primarily for image
recognition and processing, due to its ability to recognize patterns in images.
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s two shortcomings of
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Convolutional Neural Network (CNN): A convolutional neural network (CNN) is a type of artificial neural network used

primarily for image recognition and processing, due to its ability to recognize patterns in images. A CNN is a powerful tool but
requires millions of labelled data points for training.

CNN: Consists of three groups:
1. Convolutional layers
2. Pooling layers
3. Fully connected layers.

As data passes the groups/layers the complexity of the CNN increases, which lets the CNN successively identify
larger portions of an image and more abstract features.

Structure of a CNN

Inout Convolutional Pooling Convolutional Pooling conF#(IeI:te d outout
P layer layer layer layer [ P

R
ECHTARGET. ALL RIGHTS RESERVED  TechiTarget
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* Lenovo - ThinkPad’s and Think Books Gen 4°’s, 5’s & 6’s
@
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strategically and

ovation and competitive
aavant:

* Provide flexible and ¢ cant customization.
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“A chisel teur can be a lost opportunity.”

* Ethical concerns ari references.

* (Can’t incorporate real-time updates or d
“Most companies are simply playing with the novelty of Al .”
* ROI missing in the equation.
/ BY: JOHN J TUGMAN, COUNTY OF MORRIS CIO, GMIS BOARD MEMBER
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its

egal compliance

e Intellec s trained on internet data — including
copyrighted materiz potential to violate copyright or IP protections,

* ChatGPT does not cite sources for the text it generates.
@
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consumer IS cor

r

s that it

g sites that

onspicuously that a
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https://openai.com/index/hello-gpt-4o/
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* 72% of te udy say that should their companies fail
to achieve their Al goals dz % ore likely than not to be the reason.

* 61% of respondents in an IBM survey said their data is not ready for Al.
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Focus on two imperatives:
1. integration
2. data.

d integrating

¢ cost effective)

1SU sources like Wikipedia articles, digital books,
and online discus

* Supervised training: After the U lete, GPT models are refined using supervised training. In supervised
training, humans train the model using tallored labeled prompts and responses with the goal of teaching the model which responses

humans will likely want and which ones are harmful or inaccurate.
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ks to
that produce

-

“Al is fundame 1 to ensure that it distributes power
and doesn’t further concentra nce: CYBERSCOOP, MAY 28, 2024 “How Al will

W BTG DR aEdBY: BRUCE SCHNEIER

%

BY: JOHN J TUGMAN, COUNTY OF MORRIS CIO, GMIS BOARD MEMBER



https://huggingface.co/nlpaueb/legal-bert-base-uncased
https://arxiv.org/abs/2303.17564
https://sites.research.google/med-palm/
https://cyberscoop.com/author/bruce-schneier/
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pdates, and

ate manual workflows around

* Most orc

retraining data, use
match the norm, and then make the best guess as to the right time to retrain the model. Clearly,

this is an imprecise science that can lead to subpar outcomes.

ary conditions or fringe predictions that don’t
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1dvantage.

gs claim Al/ML

nsomware attacks, more

ecovery RPO and RTO, among

_generd’red
tit.

The value of Al
data is on the rise,
ihe need to protec
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1ow these

alize it2 What about

¢ Al implementations must ensure that A

i Ethically
Securely

Transparently, in a human-centric manner across all sectors.
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orompt that tricks

on of biometric/health
data);
5. New areas of exposure: Si ust the coe, there are more areas of potential
exposure. An  LLM can be attacked by bad actors on several fronts. They could infiltrate the development team

on a poorly governed project and add malicious code to the software itself. But they could also poison the
training data, fine tuning, or the weights.
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oped.

7 ONe creates a new
and won’t be visible in the

code ©

10. The new shadow , 2 standard software development processes.

* They might come out of data science teams, or skunkworks.
* Developers might download the models to play with and end up getting more widely used.

* Users themselves might follow online tutorials and set up their own gen Al, bypassing IT
altogether.
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