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HERE’S THE PROBLEM

Criminals try to 
manipulate people into 
divulging personal or 
business information or 
trick them into schemes 

to defraud

Criminals can be 
individuals or part of 
industrialized, cyber 

crime businesses

There is NO SINGLE 
FIX The threats keep 

changing
It’s a perpetual battle
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HUMAN ERROR
TH E W EA K EST LIN K

DEFINITIONS
SOCIAL ENGINEERING

The acquisition of 
special knowledge by 
means of wit and skill. 
§ Fraud
§ Deceit
§ Fear
§ Greed

FRAUD
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DEFINITIONS
MALWARE

Destructive form of 
computer software 
transmitted by email 
and website links

§ Viruses
§ Trojans
§ Rootkits
§ Worms
§ Spyware
§ Crimeware
§ Adware
§ Cryptojacking

DEFINITIONS
PHISHING

A form of social 
engineering that 
appears as email or a 
text message that 
attackers use to gain 
login credentials or 
account information

And its evil cousin, 
the targeted 
Spear-Phish or 
Vish, using voice 
to fool you
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TYPES OF ATTACKS 
AND THREATS

ATTACKS AND THREATS

TA RG ETED  

ATTACKS

§ G overn m en t 

agen cies are  
gen erally  

targets
§ It a lso  h ap p en s 

if so m eth in g 
go es w ro n g 

an d  yo u  get 
n egative  p ress 

atten tio n  

Th is stem s from  
su ccessfu l em ail 

p h ish in g, socia l 
en gin eerin g, p lu s 

“b ru te force” 
attacks on  

n etw orks

M A SS 

ATTACKS

A n  em ail lin k goes 

to  a  log-in  p age 
th at looks leg it, 

b ut is fraud ulen t 
an d  w ill steal you r 

cred en tia ls

M A N -IN -THE-

M IDDLE

§ C lickin g on  th e 

w ron g lin k or 
op en in g th e 

w ron g file
§ A n  em p loyee 

w h o steals d ata  
fo r resale  o r 

illegal u se

UN SECURE 

HUM A N S
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BUSINESS EMAIL COMPROMISE

WHEN EMAIL TURNS EVIL

https://www.cbsnews.com/video/sophisticated-scammers-targeting-homebuyers/
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MALWARE HIDDEN IN EMAIL

2 Embedded images 
containing hidden code

4 Coupons, “too good 
to be true” ads 

1Fake links entice you to 
open harmful websites

3Spoofed “from” 
addresses

5 MS Office or other file attachments containing macros 
with viruses or malware (.docx, .xlsx, .pptx, .html, .zip)

0 1

D ELIV ER Y 

A LER T

P ost o ffice

U P S

FexEX

PHISHING EMAIL EXAMPLES
EM A IL FR O M  TR U STED  O R G A N IZATIO N S

0 6

LO G IN  
A LER T

Co m p an y 

log in  or 
p assw ord  

ch an g e alert

z

Each variation relies on our instinct to act 
on messages that appear to be urgent

0 2

O V ER D U E 

B ILL

U tility  
com p an y

Cred it card

0 3

TA X  
R ETU R N

Fake return  
alert

0 4

R ETA IL 

R ECEIP T

A m azo n

Co stco

0 5

CR ED IT CA R D  

R EW A R D S

Fake cred it 

card  rew ard s
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REALITY: the 
bulk of 

successful 
attacks come 
because an 
employee 
clicked on 

something they 
shouldn’t have

WHY SHOULD I CARE?
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PASSWORD ALERT

If you receive an 
email alert like this 
one from Gmail, 
you need to 
change your 
password 
immediately.

But how?

RANSOMWARE

Clicking on an attachment or a link embedded in a suspicious 
email launches a program that encrypts (or rewrites) your files
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RANSOMWARE @ WORK

YOUR FILES 

ARE HELD 
FOR 

RANSOM

HACKER 
DEMANDS 

PAYMENT

AFTER 
PAYMENT, 

ENCRYPTION 
KEY SENT

FILES 

DECRYPTED 
AND 

RESTORED

ALWAYS BACK UP YOUR FILES

MAY BE 
SUBJECT 

TO FUTURE 
ATTACKS

EMAIL SECURITY CHECKLIST

HOVER 
(RIGHT 
CLICK)

ON LINKS 
TO VERIFY 
ADDRESSES

BE 
SUSPICIOUS 

OF 
UNEXPECTED 

EMAILS

DO NOT 
OPEN 

UNEXPECTED 
ATTACHMENTS

-------
JUST DELETE 

THEM

BE 
CAREFUL IF 
YOU LOG

TO 
ACCOUNTS 
VIA EMAIL 

LINK
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A LW AYS B E 
SU SP ICIO U S

If it d o esn ’t 
look righ t, it’s 

n ot righ t

01

N EV ER
U N SU B SCR IB E

N ever u n su b scrib e 
fro m  a  gro u p  th at 

yo u r are  u n fam iliar 
w ith  or d id  n ot 

su b scrib e to

02

W H EN  IN  
D O U B T, 

D ELETE
D on ’t let your 

gu ard  d o w n

03

HELPFUL HINTS

PASSWORD PROTECTION

A PASSWORD IS LIKE A 
TOOTHBRUSH

CHOOSE A 
GOOD 
ONE

DON’T 
SHARE IT 

WITH 
ANYONE

CHANGE IT 
ONCE IN A 

WHILE

AND USE A PASSWORD MANAGER PROGRAM!
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SMART 
PASSWORD 

CONSTRUCTION

•Use longer passphrases (8-15 characters) 

•Never use personal, known or discoverable 
information about you or popular culture terms or 
variants in a password

•Never use the same password or a variant of it for 
work and personal use; use a base plus 
supplemental

•Mix up using even and odd numbers of characters 
in them

•While it’s nature to repeat passwords or variants on 
some sites, make sure you never use the same 
password for email, banking or financial sites
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MANAGE 
YOUR 

PASSWORD 
ONLINE

•Use two-factor authentication whenever a website 
offers it. 

•Make sure all your devices require a password to 
access them
• If you use the same devices all the time, use the 

same browser and use their built-in password 
manager
•Use a separate password manager program to 

maintain your passwords

•Only let well known websites keep your credit card 
information. 
•Use a trivial password for sites that just require a 

log-in and no other information is passed along.



Cyber Hygiene – NJ League of Municipalities 
2018 Mini-Conference

6/5/1028

Marc Pfeiffer, Bloustein Local Government Research Center
© 2018 Rutgers University 13

PROBLEMS OF BROWSING…
AND HOW TO DO IT SAFELY

USE OF 
PASSWORDS 
ON INSECURE 

PAGES

MALWARE 
LOADED 
PAGES

UNEXPECED 
POP-UPS

THIS IS NOT 
YOUR 

MOTHER’S 
INTERNET!

PROBLEMS WITH BROWSING
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Encrypted

http://www._____

https://www._____

“S” = SECURE/ENCRYPTED
No passwords or credit cards on 

“non-S” sites

KNOW IF A WEBSITE IS SECURE!
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TITLE GOES HERE
Your Subtitle

D O  N O T 
C LIC K  on  

su sp icio u s 
p o p -u p s or 

u n exp ected  
m essages 

w h en  
b ro w sin g

DON’T 
CLICK ON
POP-UPS

01

If at w o rk, ca ll 
IT ; if at h o m e, 

clo se th e 
w in d o w  or, 

d iscon n ect 
fro m  n etw o rk

C lose or 

d iscon n ect: at 
w ork, u n p lug 

fro m  n etw o rk 
th en  call IT ; if 

at h om e, clo se 
th e w in d ow , 

u n p lu g, or 
reb oo t

WARNING 
SCREEN 

APPEARS

02

C lu ttered  
w eb sites w ill 

tem p t you  
w ith  on e 

th in g, an d  
fo o l yo u  in to  

click in g o n  
som eth in g 

e lse

WATCH 
WHERE YOU 

CLICK

03

W eb  

b row sin g 
activ ities are  

tracked  
(even  if yo u  

clear 
h istory)!

KNOW WEB 
ACTIVITY IS 
TRACKED

04

Lo o k at it fu ll 

s ize, th en  
d rag corn er 

to  sh rin k it. If 
it w on ’t or 

d oesn ’t, 
clo se th e 

b row ser!

TEST PAGES: 
FAKES 
DON’T 
RESIZE

05

SAFE BROWSING SKILLS

MORE SAFE BROWSING SKILLS 

DON’T 
DOWNLOAD 
TOOLBARS 

OR 
CLEANERS

TURN ON
BROWSER 

POP-UP 
BLOCKER

IF IT SEEMS 
TOO GOOD 

TO BE TRUE, 
IT IS

FREE, ISN’T.
IF YOU ARE 

NOT PAYING 
FOR IT, YOU 

ARE THE 
PRODUCT
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KEEP YOUR COMPUTER, PHONE AND 
TABLET UP TO DATE…

…WITH THE LATEST 
PATCHES AND VERSIONS

Operating System:

Windows
OSX, iOS, 

Android

Antivirus on 

computers

Browsers

FORMS OF SOCIAL ENGINEERING

IN PERSON PHONE DIGITAL



Cyber Hygiene – NJ League of Municipalities 
2018 Mini-Conference

6/5/1028

Marc Pfeiffer, Bloustein Local Government Research Center
© 2018 Rutgers University 17

BLUE SCREEN HOAX

D O N ’T TR U ST CA LLER  ID

C aller ID  can  b e sp oofed . 

A lw ays verify id en tity

PHONE HOAXES

P ER SO N A L IN FO R M ATIO N

C allers cla im in g th ey are  from  

a  ven d or or IT  askin g for 

co n fid en tia l in fo rm atio n

SECU R E M O B ILE D EV ICES

A lw ays set a  p asscod e on  

yo u r p h o n e

CA N  YO U  H EA R  M E?

Scam m ers reco rd  yo u  sayin g 

“Y ES” th en  th ey cla im  you  
agreed  to  som eth in g e lse

TEX T M ESSA G E LIN K S

D on ’t click  o n  lin ks in  text 

m essages fro m  u n kn ow n  

sen d ers

TECH  SUPPO RT W ILL N O T…  

...call you tell you your system 

has a problem.  Just hang up.
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USB SECURITY

48%

USB

48% OF PEOPLE 
WHO FIND A 
USB STICK IN A 
PARKING LOT 
WILL PLUG IT IN

§ DROPPING USB 
STICKS IS EFFECTIVE

§ PEOPLE PLUG IN USB 
DRIVES QUICKLY

AT-HOME BACKUP CHALLENGE

B acku p  you r op eratin g 

system an d  d ata  files 
au tom atica lly:

You  n eed  to  b acku p  

b ecau se b ad  th in gs can  
h ap p en

You  n eed  a  p lan  b ased  on  

w h at you  sto re locally  an d  
w h at yo u  keep  in  th e 

clo u d ; an d  yo u r skills.

Lo cal sto rage n eed s an  
extern al h ard  d rive  an d  

go o d  so ftw are, p lu s 
on lin e (clou d ) service

C lou d  b acku p  b acks u p  
files co n stan tly, an d  can  

d o system b ack-u p s

W eb  search  for “on lin e” 

or “clou d ” b acku p  
review s.  Stay w ith  

rep u tab le  sites.
Ph o n es an d  tab lets: syn c 

to  a  h o m e com p u ter, or 
en ab le  o n lin e b acku p s 

(m ay h ave sm all co st)
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REMEMBER THESE

Fiscal an d  H R  
p eop le: PO STIV ELY  

co n firm  a ll em ailed  
d irection s for 

an yth in g 
(esp ecia lly  fo r 

p erson n el 
in form ation  an d  

p aym en t d irection )

VERIFY W ITH  

SEN DER

03

U se tw o -facto r 

au th en tication  for 
em ails, lo g-on s an d  

fo r tran sactio n s 
w h en ever its 

availab le

USE TW O -FACTO R

02

SECURE YO UR 

IN FO

D o n ot log  o n  an d  

off a  co m p u ter 
w h en  asked  b y 

an oth er em p loyee 
or ou tsid e p erson  –

u n less id en tity is 
verified

01

PUTTING IT ALL TOGETHER

DON’T CLICK 
ON POP-UPS; 

GO TO THE 
SITE 

SEPARATELY

B E 

SU SP ICIO U S –
H O V ER  FIR ST 

A N D  CH ECK  IT  
O U T

§ D O N ’T B E 
CU R IO U S –

JU ST 
D O N ’T 

CLICK  

N EV ER  O P EN  

ATTA CH M EN TS 
FR O M  

U N K N O W N  
P EO P LE
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PUTTING IT ALL TOGETHER

MAKE SURE 
YOU HAVE 
BACKUPS 
AND THEY 

WORK

IF YO U  
D ID N ’T A SK  

FO R  IT, 
YO U  D O N ’T 

N EED  IT

U SE 
PA SSW O R D S 

O N  A LL 
YO U R  

D EV ICES

ONLINE, 
FREE IS 
NEVER 
FREE

§ Don’t instinctively open 
files from people you 
know, but were not 
expecting
§ Check with them first

Lock your PC when away 
from your desk:
“Ctrl + Alt + Del > Enter” or  
“Windows + L”
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Want More Information?

www.Malwarebytes.com
• Excellent “freeium” software to keep your 

machine clean

www.StopThinkConnect.org
• US DHS site with lots of security resources for all 

ages and groups

OUCH Newsletter (search for it)
• FREE monthly employee cybersecurity newsletter 

(from SANS)
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UH, NOPE

THREATS ARE 
ALWAYS 
CHANGING

STAY AWARE: 
STOP, THINK, 

THEN CONNECT

CALL IT SUPPORT 
WHEN IN DOUBT

KEEP SOFTWARE 
UP TO DATE

WEAKEST LINK?

HUMANS



Cyber Hygiene – NJ League of Municipalities 
2018 Mini-Conference

6/5/1028

Marc Pfeiffer, Bloustein Local Government Research Center
© 2018 Rutgers University 23

YOU KNOW WHAT THEY SAY…
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Assistant Director

Bloustein Local Government 
Research Center

Rutgers University

Marc.Pfeiffer@rutgers.edu

Marc Pfeiffer

More Information

§ Technology Risk Management Papers: 
http://blousteinlocal.rutgers.edu/managi
ng-technology-risk/

§ Or search for “Bloustein Technology Risk”

FOR FURTHER DISCUSSION 
& COMMENTS

http://blousteinlocal.rutgers.edu/managing-technology-risk/

