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Threat Environment

Increasing Attack 
Surface

Vulnerabilities Abound

Ransomware Attacks 
Rising

Destructive Attacks

Low Risk, High Reward

More Criminals

Social Engineering 
Dominates

Human Nexus

Threat 
Environment
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Ransomware
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Ransomware-as-a-Service
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Average ransom 
amount $322,168

Average downtime 
is 20 days

Top attack vectors:

Phishing
Remote Access

Selective targeting 
is more common

84% of cases 
include data 
exfiltration

Top Target:

Professional 
Services

Q4 2021 Ransomware Stats

Over 3,100 Ransomware attacks in 2021
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Ransomware Targets

Over 75% of attacks impact companies 

with less than 1,000 employees.
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Data Backups

Protect Data

Business Continuity

Increase Resiliency

What if you are a victim of ransomware?
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Credential Compromise
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Colonial Pipeline Incident

IT and OT not separate

Panic buying

Gas stations closed 

Paid $4.4M in ransom

Password reuse
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U Have Been Pwned Project

To check your personal email address, visit haveibeenpwned.com
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Credential Compromise

TLP: WHITE
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Social Engineering
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$6.9B in total (up from $4.2B in 2019)

Ransomware: $49M in losses

Business Email Compromise: $2.4B (35% of all losses related to cybercrime)

Tech support scam losses up over 137% to over $347.5M

Complaints only increased ~8%, yet losses increased ~60%

2021 Losses

Social Engineering Losses
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Business Email Compromise

TLP: WHITE
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Gift Card Scams
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Tech Support Scams

Incident report submitted to NJCCIC:

Amount stolen was more than $838,200.00. 
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Email-Based Threats
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Government Impersonation

TLP: WHITE

Almost always see 

display name spoofing
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Impersonation/Branding

Display name 

spoofing

Branding
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Display Name Spoofing

TLP: WHITE
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Spoofed Malicious Email
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Compromised Accounts

• Attack vectors include email-based threats or the use of brute 
force/credential stuffing attacks.

• A threat actor may target a user in order to gain access to their 
email account.

• This allows them to conduct further attacks from a legitimate
account. 

What if your account is compromised?

• Change password (for this and other accounts), enable MFA.

• Check for auto-forward or reply-to rules.
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Compromised Accounts – BEC

Links, not files.
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Thread Hijacking

Post network compromise 

spearphishing campaigns targeting 

contacts of compromised network 

users.

Emails contain legitimate conversation 

threads but often come from external 

email addresses, using display name 

spoofing to appear authentic.
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Cyber Resiliency
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Increase Resiliency
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Segment 
Networks

Enable MFA for 
ALL Accounts 

& Users

Keep 
Systems/Apps 

Updated

Endpoint 
Detection & 

Response

Delete Unused 
Programs & 
Applications

Maintain 
awareness

Establish & 
Update 

Inventory

Reduce External 
Exposure

Application 
Allowlists

Limit 
Acceptable File 

Types

COOP/DRP   
TTX
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Domain and IP Monitoring Services

Provide domains, IPs/ranges, 

and contacts in order to begin 

receiving services (such as that 

on the next slide) and ensure you 

receive accurate information. 



TLP: White

NJCCIC Services
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NJCCIC Resources



TLP: White

1-833-4-NJCCIC

NJCCIC@cyber.nj.gov

@njcybersecurity

www.cyber.nj.gov

Connect with the NJCCIC


